Effective Date: January 1, 2017

/'\.
MOUNT NITTANY,
HEALTH

NOTICE OF PRIVACY PRACTICES

THISNOTICE DESCRIBESHOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU CAN GET ACCESSTO THIS
INFORMATION.

PLEASE REVIEW CAREFULLY.

Mount Nittany Health is Mount Nittany Medical Center (including Mount Nittany Health
Surgical Center), Mount Nittany Physician Group, Mount Nittany Health Foundation, Children’s
Advocacy Center of Centre County, and Mount Nittany Health Fit for Play. If you have any
guestions about this notice, contact the Corporate Privacy Officer at Mount Nittany Health, 1800
East Park Avenue, State College, PA 16803, or email privacyofficer@mountnittany.org. You
may also obtain additional copies of this notice at www.mountnittany.org.

WHO WILL FOLLOW THISNOTICE:

This Notice describes the facility’ s practices and how the facility shares your information with
others for treatment, payment, and health care operations purposes.

Any health care professional authorized to enter information into your facility chart.

All departments and units of the facility.

Any member of avolunteer group allowed to help you while you are in the facility.

All employees, staff, agents, students, and other facility personnel.

Health care providers and their authorized representatives that are members of the

facility’ s organized health care arrangement, or “OHCA.” These health care providers

and their authorized representatives will be operationally and/or clinically integrated with
the facility, or will otherwise be permitted by law to receive your information. For
example, to the extent permitted by law and in accordance with our policies, the facility
will share your medical information with physicians who are members of the facility’s
medical staff, even if the physician is not employed by the facility.

e Individuals who receive insurance through The Pennsylvania State University may have
their protected health information shared with members of the clinical integration
network, Central PA Health Network, LLC (“CIN”), DBA Penn State Health Care
Partners, for the purposes of utilization review, conducting quality assessment and
improvement activities, performing payment activities, and other joint activitiesin
furtherance of the CIN.

o All entities, sites and locations within this facility’s system will follow the terms of this

notice. They also may share medical information with each other for treatment, payment

and health care operations purposes.
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OUR PLEDGE REGARDING MEDICAL INFORMATION:

We understand that medical information about you and your health care is personal. We are
committed to protecting medical information about you. A record is created of the care and
services you receive at thisfacility. Thisrecord is needed to provide the necessary care and to
comply with legal requirements. This notice appliesto all of the records of your care generated
by the facility. Y our personal physician may have different policies or notices regarding the
physician’s use and disclosure of your medical information in the physician’s office or clinic.

This notice will tell about the ways in which the facility may use and disclose medical
information about you. Also described are your rights and certain obligations we have regarding
the use and disclosure of medical information.

Wearerequired by law to:

o Make surethat medical information that identifies you is kept private;

« Informyou of our legal duties and privacy practices with respect to medical information
about you;

» Notify you in the event of a breach of your health information that isin paper or
unencrypted form; and

« Follow the terms of the notice that is currently in effect. This noticeis effective as of
December 1, 2015.

HOW THE FACILITY MAY USE and DISCLOSE YOUR MEDICAL INFORMATION:

Except with respect to Highly Confidential Information (described below), we are permitted to
use your health information for the following purposes:

e Treatment. Your medical information may be used to provide you with medical treatment or
services. Thismedical information may be disclosed to physicians, nurses, technicians, and
othersinvolved in your care at the facility, including employees, volunteers, students and
interns at the facility. This includes using and disclosing your information to treat your
illness or injury, to contact you to provide appointment reminders or to give you information
about treatment options or other health related benefits and services that may interest you.

For example: A physician treating you for a broken leg may need to know if you have
diabetes because diabetes may slow the healing process. The physician may need to tell the
dietitian about the diabetes so appropriate meals can be arranged. Different departments of
the facility may also share medical information about you in order to coordinate your
different needs, such as prescriptions, lab work and X-Rays. The facility also may disclose
medical information about you to people outside the facility who may be involved in your
medical care after you leave the facility, such as family members, home health agencies, and
others who provide services that are part of your care.
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Payment. Y our medical information may be used and disclosed so that the treatment and
services received at the facility may be billed and payment may be collected from you, your
insurance company and/or athird party. Please note we will comply with your request not to
disclose your health information to your insurance company if the information relates solely
to a healthcare item or service for which you have paid out of pocket and in full to us. This
restriction does not apply to the use or disclosure of your health information for your medical
treatment.

For example: To the extent insurance will be responsible for reimbursing the facility for
your care, the health plan or insurance company may need information about surgery you
received at the facility so they can provide payment for the surgery. Information may also be
given to someone who helps pay for your care. Y our health plan or insurance company may
also need information about a treatment you are going to receive to obtain prior approval or
to determine whether they will cover the treatment.

Health Care Operations. Y our medical information may be used and disclosed for purposes
of furthering day-to-day facility operations. These uses and disclosures are hecessary to run
the facility and to monitor the quality of care our patients receive.

For example: Subject to any limitations described in this notice, your medical information

may be:

1. Reviewed to evaluate the treatment and services performed by our staff in caring for you.

2. Combined with that of other facility patients to decide what additional servicesthe
facility should offer, what services are not needed, and whether certain new treatments
are effective.

3. Disclosed to physicians, nurses, technicians, and other agents of the facility for review
and learning purposes.

4. Disclosed to healthcare students, interns and residents.

5. Combined with information from other facilities to compare how we are doing and see
where we can improve the care and services offered. Information that identifiesyou in
this set of medical information may be removed so others may use it to study health care
and health care delivery without knowing who the specific patients are.

Facility Directory and Census Information: Limited information about you may be used in
the census report while you are a patient at the facility. This information may include your
name, location in the facility, admission date and room number.

Clergy Members. While you are a patient in the facility, upon written consent, information
about you may be disclosed to your specific clergy. Thisinformation may include your name,
location in the facility, admission date and room number.

Private Accreditation Organizations. Your medical information may be used to fulfill this
facility’ s requirements to meet the guidelines of private facility accreditation organizations
such as the Joint Commission, NCQA, etc.
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IndividualsInvolved in Your Care: With your permission, your medical information may
be released to afamily member, guardian or other individualsinvolved in your care. They
may also be told about your condition unless you have requested additional restrictions. In
addition, your medical information may be disclosed to an entity assisting in a disaster relief
effort so your family can be notified about your condition, status, and location.

Resear ch: Under certain circumstances, your medical information may be used and
disclosed for research purposes.

For example: A research project may involve comparing the health and recovery of all
patients who received one medication to those who received another, for the same conditions.
All research projects, however, are subject to a specia approval process. This process
evaluates a proposed research project and its use of medical information, balancing the
research needs with the patients’ need for privacy of their medical information. Y our medical
information may be disclosed to people preparing to conduct aresearch project; for example,
helping them look for patients with specific medical needs, so long as the medical
information they review does not leave the facility. We will almost always ask for your
specific permission if the researcher will have access to your name, address or other
information that reveals who you are, or will beinvolved in your care at the facility.

Marketing Activities. We may, without obtaining your authorization and so long as we do
not receive payment from athird party for doing so, 1) provide you with marketing materials
in aface-to-face encounter, 2) give you a promotional gift of nominal value, or 3) tell you
about our own health care products and services. We will ask your permission to use your
health information for any other marketing activities.

Fundraising Activities. We may release allowable information such as name, address, and
phone number and the dates you received treatment or services at the facility for the facility’s
fundraising purposes, but you have the right to opt out of receiving these communications. |If
you do not want to receive these communications, please contact the Corporate Privacy
Officer.

Appointment Reminders: Y our medical information may be used to contact you as a
reminder of an appointment you have for treatment or medical care at the facility.

Treatment Alternatives. Your medical information may be used to tell you about or
recommend possible treatment options or alternatives that may be of interest to you.

Health-Related Benefits and Services: Y our medical information may be used to tell you
about health-related benefits or services that may be of interest to you.
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Participation in Health Information Exchanges: We may participate in one or more health
information exchanges (HIES) and may electronically share your health information for
treatment, payment and permitted healthcare operations purposes with other participantsin
the HIE — including entities that may not be listed under “Who Will Follow This Notice” on
the first page of this notice. Depending on State law requirements, you may be asked to “ opt-
in” in order to share your information with HIES, or you may be provided the opportunity to
“opt-out” of HIE participation. HIEs allow your health care providers to efficiently access
and use your pertinent medical information necessary for treatment and other lawful
purposes. We will not share your information with an HIE unless both the HIE and its
participants are subject to HIPAA’ s privacy and security requirements.

AsRequired by Law: Your medical information will be disclosed when required to do so by
federal, state, or local authorities, laws, rules and/or regulations.

Lawsuits and Disputes: If you are involved in alawsuit or a dispute, your medical
information will be disclosed in response to a court or administration order, subpoena,
discovery request, or other lawful process by someone else involved in the dispute when we
are legally required to respond.

Law Enforcement: Your medical information will be released as permitted if requested by a
law enforcement official:
In response to a court order, subpoena, warrant, SUMMonNSs or similar process,
To identify or locate a suspect, fugitive, material witness, or missing person;
About the victim of acrimeif, under certain limited circumstances, we are unable to
obtain the person’ s agreement;
4. About adeath we believe may be the result of criminal conduct;
5. In emergency circumstances to report a crime; the location of the crime or victims; or the
identity, description or location of the person who committed the crime.

wh P

National Security and Intelligence Activities: Your medical information will be released to
authorized federal officials for intelligence, counterintelligence, and other national security
activities authorized by law.

Protective Servicesfor the President and Others: Y our medical information may be
disclosed to authorized federal officials so they may provide protection to the President, other
authorized persons or foreign heads of state or conduct special investigations.

ToAlert aSerious Threat to Health or Safety: Y our medical information may be used and
disclosed when necessary to prevent a serious threat to your health and safety and that of the
public or another person. Any disclosure, however, would only be to someone able to help
prevent the threat.

Health Oversight Activities: Y our medical information may be disclosed to a health
oversight facility for activities authorized by law. These oversight activities include, for
example, audits, investigations, inspections, and licensure. These activities are necessary for
the government to monitor the health care system, government programs, and compliance
with civil rights laws.
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Special Situations:

e Organ and Tissue Donation: If you are an organ or tissue donor, your medical information
may be released to organizations that handle organ procurement or organ, eye and tissue
transplantation or to an organ donation bank, as necessary to facilitate organ or tissue
donation and transplantation.

o Medical Devices: Your social security number and other required information will be
released in accordance with federal laws and regul ations to the manufacturer of any medical
device(s) you have implanted or explanted during this hospitalization and to the Food and
Drug Administration, if applicable. This information may be used to locate you should there
be aneed with regard to such medical device(s).

o Military and Veterans: If you are amember of the armed forces, your medical information
may be released as required by military command authorities. If you are a member of the
foreign military personnel, your medical information may be released to the appropriate
foreign military authority.

e Workers Compensation: If you seek treatment for awork-related illness or injury, we must
provide full information in accordance with state-specific laws regarding workers
compensation claims. Once state-specific requirements are met and an appropriate written
request is received, only the records pertaining to the work- related illness or injury may be
disclosed.

e Public Health Risk: Y our medical information may be used and disclosed for public health
activities. These activities generally include the following:

1. To prevent or control disease, injury or disability;

2. To report births and deaths,

3. To report child abuse or neglect;

4. To report reactions to medications or problems with products,

5. To notify people of recalls of products they may be using;

6. To notify a person who may have been exposed to a disease or may be at risk for
contracting or spreading a disease or condition;

7. Toaschool about a student or prospective student if the information is limited to proof of

immunization, the school is required to have proof of such immunization prior to
admitting the student, and we obtain approval for the disclosure from the parent,
guardian, or other legal representative or, if the student is an adult or emancipated minor,
from the student;

8. To notify the appropriate government authority if we believe a patient has been the victim
of abuse, neglect or domestic violence. We will only make this disclosure if you agree or
when required or authorized by law.

o Coroners, Medical Examiners, and Funeral Directors: Y our medical information may be
released to a coroner or medical examiner. This may be necessary, for example, to identify a
deceased person or determine the cause of death. We may also release medical information
about patients of the facility to funeral directors as necessary to carry out their duties.
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e Inmates: If you are an inmate of a correctional institution or under the custody of alaw
enforcement official, we may release medical information about you to the correctional
institution or law enforcement official. This release would be necessary for the following
reasons.

1. For theinstitution to provide you with health care;
2. To protect the health and safety of you and others;
3. For the safety and security of the correctional institution.

HIGHLY CONFIDENTIAL INFORMATION:

Federal and/or State law require special privacy protections for certain highly confidential
information about you, including your health information that is maintained in psychotherapy
notes. Similarly, Federal and/or State law may provide greater protections for the following types
of information than HIPAA, in which case we will comply with the law that provides your
information with the greatest protection and you with the greatest privacy rights: (1) mental
health and developmental disabilities; (2) alcohol and drug abuse prevention, treatment and
referral; (3) HIV/AIDS testing, diagnosis or treatment; (4) communicable diseases; (5) genetic
testing; (6) child abuse and neglect; (7) domestic or elder abuse; and/or (8) sexual assault. In
order for your highly confidential information to be disclosed for a purpose other than those
permitted by law, your written authorization is required.

YOURWRITTEN AUTHORIZATION:

We will first obtain your written authorization before using or disclosing your protected health
information for any purpose not described above, including disclosures that constitute the sale of
protected health information or for marketing communications paid for by a third party
(excluding refill reminders, which the law permits without your authorization). If you provide
the facility permission to use or disclose your medical information, you may revoke that
permission, in writing, at any time. If you revoke your permission, we will no longer use or
disclose your medical information for the reasons covered in your written authorization. Y ou
understand that we are unable to take back any disclosures already made with your permission,
and that we are required to retain our records of the care that the facility provided to you.

ADDITIONAL INFORMATION CONCERNING THISNOTICE:

e Changes To ThisNotice: We reserve the right to change this notice and make the revised or
changed notice effective for medical information we already have about you as well as any
information we receive in the future. The facility will post a current copy of the notice with
the effective date. In addition, each time you register at, or are admitted to, the facility for
treatment or health care services as an inpatient or outpatient, we will offer you a copy of the
current notice in effect.

o Complaints: You will not be penalized for filing a complaint. If you believe your privacy
rights have been violated, you may file a complaint with the facility or with the Secretary of
the Department of Health and Human Services. Some States may alow you to filea
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complaint with State’s Attorney General, Office of Consumer Affairs or other State agency
as specified by applicable State law. To file acomplaint with the facility, submit your
complaint to the facility’s Privacy Officer in writing. The facility’s Privacy Officer can
provide you with contact information for the Secretary of the Department of Health and
Human Services as well as the State agency or agencies authorized to accept your
complaints.

YOUR RIGHTSREGARDING YOUR MEDICAL INFORMATION:

Y ou have the following rights regarding medical information the facility maintains about you.

** NOTE: All Requests Must Be Submitted in Writing to the Corporate Privacy Officer.

Right to Request Accessto Your Health Information: Y ou have the right to timely inspect
and copy medical information that may be used to make decisions about your care. Such
access will be granted by the facility in accordance with applicable law.

To inspect and copy medical information or to receive an electronic copy of the medical
information that may be used to make decisions about you, you must submit awritten
request. If you request a paper copy of your information, we may charge afee for the cost of
copying, mailing or other supplies associated with your request.

If the facility uses or maintains an electronic health record with respect to your medical

information, you have the right to obtain an electronic copy of the information if you so

choose.

1. You may direct the facility to transmit the copy to another entity or person that you
designate provided the choice is clear, conspicuous, and specific.

2. Thefacility may charge afee equal to its labor cost in providing the electronic copy (e.g.,
costs may include the cost of aflash drive, if that is how you request a copy of your
information be produced). If you request an electronic copy of your information, we will
provide the information in the format requested if it isfeasible to do so.

We may deny your request to inspect and copy in some limited circumstances. If you are
denied access to medical information, you may request that the denial be reviewed. Another
licensed health care professional, other than the person who denied your request, will be
chosen by the facility to review your request and the denial. The facility will comply with the
outcome of the review.

1. A licensed health care professional has determined, in the exercise of professional
judgment, that the access requested is reasonably likely to endanger the life or physical
safety of the individual or another person.

2. The protected health information makes reference to another person (unless such other
person is a health care provider) and alicensed health care professiona has determined,
in the exercise of professional judgment, that the access requested is reasonably likely to
cause substantial harm to such other person.

3. Therequest for accessis made by the individual’s personal representative, and alicensed
health care professional has determined, in the exercise of professional judgment, that the
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provision of accessto such personal representative is reasonably likely to cause
substantial harm to the individual or another person.

Right to Amend: If you feel that medical information we have about you isincorrect or
incomplete, you may ask us to amend the information. Y ou have the right to request an
amendment to information kept by or for the facility. Except where individual state laws are
more stringent, this facility has a minimum of 60 daysto act on your request.

To request an amendment, you must submit awritten request. Y ou must also provide a
reason that supports your request.

Y our request for an amendment may be denied if:

1. Your request is not in writing or does not include a reason to support the request;

2. The medical information was not created by us, unless the person or entity that created
the information is no longer available to make the amendment;

3. Themedical information is not part of the medical information kept by or for the facility;

4. The medical information is not part of the information you would be permitted to inspect
and copy; or

5. Themedical information is accurate and complete.

Right to an Accounting of Disclosures: Y ou have the right to request an “accounting of
disclosures.” Thisisalist of the disclosures we made of your medical information for
purposes other than treatment, payment and health care operations. Except where individual
state laws are more stringent, this facility has a minimum of 60 days to act on your request.

To request thislist or accounting of disclosures:

1. You must submit your request in writing.

2. Your request must state atime period, which may not be longer than six years and may
not include dates before April 14, 2003.

3. Your request should indicate in what form you want the list (for example, on paper,
electronically).

Thefirst list you request within a 12-month period will be free. For additional lists, we may
charge you for the costs of providing the list. We will notify you of the cost involved and you
may choose to withdraw or modify your request at that time before any costs are incurred.

Right to Request Restrictions: You have aright to request arestriction or limitation on the
medical information we use or disclose about you for treatment, payment or health care
operations. You also have the right to request alimit on the medical information we disclose
about you to someone who isinvolved in your care or the payment for your care, like a
family member.

To request restrictions, you must make your request in writing. In your request, you must tell
us:

1. What information you want to limit;

2. Whether you want to limit our use, disclosure or both;

3. Towhom you want the limits to apply, for example, disclosuresto your spouse.
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Y ou aso have aright to request that a health care item or service not be disclosed to your
health plan for payment purposes or health care operations. We are required to honor your
request if the health careitem or service is paid out of pocket and in full. This restriction does
not apply to use or disclosure of your health information related to your medical treatment.

e Right to Request Confidential Communication: Y ou have the right to request that we
communicate with you about medical mattersin a certain way or at a certain location.

For example: Y ou can ask that we only contact you at work or by mail. To request
confidential communications, you must make your request in writing. We will not ask you
the reason for your request. We will accommodate all reasonable requests. Y our request must
specify how or where you wish to be contacted.

« Right to Be Notified of Breach: We will notify you if we discover a breach of your
unsecured protected health information.

» Right toaPaper Copy of ThisNotice: You have the right to a copy of thisnotice. You may
ask usto give you acopy at any time. Even if you have agreed to receive this notice
electronically, you are still entitled to a paper copy of this notice.
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